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MODULE DESCRIPTION FORM

duwy I Baledl Cano g 73900

Module Information

4\:\.“:\_).35\ 3aLall k_ﬂ.njxu

) Module Delivery <ldlaio dyd=i cou
Module Title DATA STRUCTURES e Y
Module Type BASIC Theory

Lecture
Module Code DAST212 Lab

Tutorial
ECTS Credits 5 uroria

Practical
SWL (hr/sem) 125 Seminar
Module Level 2 Semester of Delivery 3
Administering Department Type Dept. Code College Type College Code
Module Leader Firas Mohammed abed e-mail faris1993@baghdadcollege.edu.iq
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor e-mail
Peer Reviewer Name Dr. Rana Abdulrhman | e-mail taught.rana.abdalraan@baghdadcollege.edu.ia
f):::tlflc Committee Approval Version Number

Relation with other Modules

LAY Al all o) gall ae 2B

Prerequisite module

None

Semester None

Co-requisites module Sorting and Searching Algorithms

Semester 4



mailto:taught.rana.abdalraan@baghdadcollege.edu.iq
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Module Aims, Learning Outcomes and Indicative Contents

Loyl Olgizally platll g5l g drwlydd! Bkl Lol

Module Aims
Gyl Baladl LBl

*Getting to know the concept of data structures
» Knowing the functions of data structures
» Getting to know the applications of data structures

Module Learning
Outcomes

ol edatdl Ol y3eo
daoly M)l

1-Understand the fundamental concepts of data structures and their importance
in programming.

2-Learn about linear data structures, such as arrays, linked lists, stacks, and
queues.

3-Study non-linear data structures, including trees (binary trees, binary search
trees, AVL trees, etc.) and graphs.

4-Analyze the time and space complexities of various data structure operations.
5-Implement data structures using programming languages and apply them to
solve real-world problems.

6-Learn about algorithms for searching, sorting, and traversing data structures.

Indicative Contents
dyoliyY ©bgiseadl

Introduction of data structure, Type of data structure, Memory
representetionforD1 and D2, Linear list &types, Stack operations,
Application of stack, Queue operations, Applications of Queue,
Circular Queue, Linked list, Linked Stack, Linked Queue

Learning and Teaching Strategies

palatll 5 aladl) laasd) yi

Strategies

Lectures (Theoretical and Practical)
1-Enhance the student’s ability to build programs
2-Develop these programs

Student Workload (SWL)

&w\(lS)éctj)AL._dww\)ﬂ\ Jaaldl
Structured SWL (h/sem) 28 Structﬁured SWL (h/w) c
Juad)l s Clall elatiall (guly ! Jozel e gl dUal) elatiadl (quhyll Josxd!
Unstructured SWL (h/sem) 47 Unstr?ctured SWL (h/w) 3
il I (Ul @il 2 gyl Josrll e gl Clal) @laziall g gyl Jasell
Total SWL (h/sem) 125
o)) I CIUall S gyl Joox!

Module Evaluation
a:w\).ﬂ\ alall (;.LISS
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Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome

Formative

assessment

Quizzes 2 10% (10) 5,10 LO#1,2,3and 6

Assignments 2 10% (10) 2,12 LO#3,4,5and 6

Projects / Lab. 1 10% (10) Continuous

Report 1 10% (10) 13 LO#4,5and 6

Summative

assessment

Midterm Exam 2hr 10% (10) 7 LO # 1-6

Final Exam 2 hr 50% (50) 16 All

Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Material Covered

Week 1

Introduction to Data Structures:
- How to choose the suitable data structure
- Types of data structures

Week 2

Memory Representation
- Introduction to Abstract Data Type

Week 3

Stack

The Stack Abstract Data Type

- Array Stack

- Stack Operations

- Time Complexity of these operations

Week 4

Applications of stack operations

Week 5

The Queue Abstract Data Type
- Queue operations
- Time Complexity of operations

Week 6

Circular Queue and Priority Queues:

- The Abstract Data Type
- Operations

Week 7

Lists :
- Array list
- The array List Abstract Data Type

Week 8

Lists :
- Array list
- The array List Abstract Data Type

Week 9

Linked List

- Storage Allocation

- Pointers

- Linked List Abstract Data Type

Week 10

Traversing a Linked List
- Linked List Operations

Week 11

Linked List Design Modification :
- Circular Linked List
- Circular Linked List Operations
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Week 12 | Traversing Circular Linked List
Linked List Design Modification :
Week 13 | - Doubly Linked List
- Doubly Linked List Operations
Week 14 | Linked Stack , Linked Queue , Linked Circular
Queue
Week15 | _ Operations
Queue
Week16 | _ Operations
Delivery Plan (Weekly Tutorial)
SV e g =il
Material Covered
Weekl | Applications of stack operations
The Queue Abstract Data Type
Week2 | - Queue operations
- Time Complexity of operations
Circular Queue and Priority Queues:
Week3 | - The Abstract Data Type
- Operations
Lists :
Week4 | - Array list
- The array List Abstract Data Type
Lists :
Week5 | - Array list
- The array List Abstract Data Type
Linked List
Weeké | Stqrage Allocation
- Pointers
- Linked List Abstract Data Type
Traversing a Linked List
Week7 | _ Linked List Operations
Linked List Design Modification :
Week8 | - Circular Linked List
- Circular Linked List Operations
Week9 | Traversing Circular Linked List
Linked List Design Modification :
Week10 | - Doubly Linked List
- Doubly Linked List Operations
Week11 | Linked Stack , Linked Queue , Linked Circular
Week12

Queue
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- Operations

Each week, a question sheet related to the material presented in the theoretical lecture will be solved and

debated.

Learning and Teaching Resources
U"“.'?Jﬂ‘ﬁ ela.\]\ _)JLA.A

Text

Available in the

Library?
[1]: MICHAEL McMillan. Title :" Data Structures and
Algorithms Using C#", 2007
Required Texts [2]: Thomas H. Cormen , CHARLES E. LEISERSON Title
:“Introduction to Algorithms “, third Yes
edition ,2009
Recommended Texts Special requirements (include for example workshops, No

periodicals, IT software, websites)

Websites
Grading Scheme

Group Grade el Marks (%) | Definition

A - Excellent kel 90 - 100 Outstanding Performance

B - Very Good [BESNVES 80 -89 Above average with some errors
Success Group -
(50 - 100) C - Good RVES 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgsda 50-59 Work meets minimum criteria
Fail Group FX - Fail (ddlaadl 8) cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.




MODULE DESCRIPTOR FORM
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Module Information
gl ) 53all il glaa

Module Title Stream Cipher Module Delivery

Module Type CORE

Module Code STCI214 -Theory Lecture
-Lab
ECTS Credits 6 -PracticalSeminar

SWL (hr/sem) 150

Module Level Semester of Delivery 1
Administering Department College
Module Leader | Zainab Mohammed Jameel e-mail zainabm99@baghdadcollege.edu.iq
Module Leader’s Acad. Title Assistant Lecturer gg;‘ilflii:gsﬂer's Masters
Module Tutor None e-mail None
D TR e NS Dr Rana Abdulrahman o -4 [taught.rana.abdalrahman@baghdadcolleg
e.edu.ig
Review Committee Approval Version Number

Relation With Other Modules
6 AT A 2l 3l gl g A

Prerequisite module NUTH125 Semester

Co-requisites module BLCI224 Semester

| Pagel
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Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Ll 5ol Calaal

1. The aim of this subject is to teach the students how to program the
algorithm of stream cipher
2. The basic principle to encryption the cipher text.

Module Learning
Outcomes

Al alall el s jha

1. Understanding Cryptographic Fundamentals:

. Explain the basic principles of cryptography, including the purpose and
function of encryption and decryption.

. Differentiate between symmetric and asymmetric encryption and identify
where stream ciphers fit in this classification.

2. Stream Cipher Concepts:

. Describe the key components and operation of stream ciphers, including
keystream generation and XOR operation.

. Explain the difference between synchronous and self-synchronizing
stream ciphers.

3. Security Analysis:

. Analyze the security properties of stream ciphers, including common
vulnerabilities and attacks (e.g., keystream reuse, known-plaintext attacks).
. Evaluate the robustness of different stream ciphers against various types
of cryptographic attacks.

4. Implementation Skills:

. Implement basic stream cipher algorithms in a programming language of
choice (e.g., Python, C++).

. Utilize cryptographic libraries to encrypt and decrypt data using stream
ciphers.

5. Application and Use Cases:

. Identify appropriate use cases for stream ciphers in real-world
applications, such as securing data in transit or encrypting data streams.

. Compare stream ciphers with block ciphers and determine the suitable
use case for each type.

6. Performance Considerations:

. Assess the performance characteristics of stream ciphers, including speed
and resource consumption.

. Optimize stream cipher implementations for efficiency in various
environments, such as embedded systems or high-performance computing
contexts.

7. Ethical and Legal Aspects:

. Discuss ethical considerations in the use of cryptographic techniques,
particularly in privacy and data protection.

Indicative Contents
LY clgad)

1. Introduction

2. Fundamental Concepts
3. Key Components

4. Classical Stream Ciphers

| Page2




5. Modern Stream Ciphers

6. Design Principles

7. Cryptanalysis of Stream Ciphers

8. Implementation

9. Applications

10. Case Studies

11. Future Trends and Research Directions

Learning and Teaching Strategies

el g o) Clnd i

The main strategy that will be adopted in delivering this module is to
encourage students’ participation in the exercises, while at the same time
refining and expanding their critical thinking skills. This will be achieved

Strategles through classes, interactive tutorials and by considering type of simple
experiments involving some sampling activities that are interesting to the
students.

Student Workload (SWL)
Call ol il Jaal)
Structured SWL (h/sem) 93 Structured ‘SWL (h/w)
uall Pla allall pliial) sl ol Jaal e gl el i)l ol e

Unstructured SWL (h/sem) 57 Unstructurgd SWL (h/w)

o) s QL (i) el ) Ja e gl QR ol el ) Jaal

Total SWL (h/sem)
Juaill P& D Kl 01 Jes

150

Module Evaluation
) ) i

Ti N Rel tL i
ime/Nu Weight (Marks) Week Due e'evant Learning
mber Outcome

Quizzes 1 10% (10) 5 LO# 1and 3
Formative
assessment | Practical

2 15% (1 i LO#2,4

Seminar(Lab). 5% (15) Continuous 0 ,4and 5
Summative | Midterm Exam 1 hr 15% (15) 14 LO# 1to5
assessment | Final Exam 3hr 60% (60) 16 All
Total assessment 100% (100 Marks)

| Page3




Delivery Plan (Weekly Syllabus)
g ohl o sl el

Material Covered

Week1 | Introduction Stream Cipher Structure
Week2 | Stream Cipher history
Week 3 | Important element for

design a stream cipher
Week4 | Types of stream ciphers
Week 5 | Polynomial Equations
Week 6 | Arithmetic of Polynomial
Week 7 | Shift register
Week 8 | Types of shift register
Week9 | Review
Week 10 | Exam
Week 11 | linear Shift Register
Week 12 | Nonlinear Shift Register
Week 13 | Five Basic Tests
Week 14 | exam
Week 15 | Review and Exam
Week 16 | Final course Exam

Delivery Plan (Weekly Lab. Syllabus)
Sl e gl lidl

Material Covered
Week1 | Program language V.B net
Week 2 | Program language V.B net
Week 3 | Program language V.B net
Week4 | Program to stream cipher
Week5 | Program to Polynomial
Week 6 | Program to Arithmetic of Polynomial
Week 7 | Program to Shift register
Week 8 | Counties program to SR
Week 9 | review
Week 10 | linear Shift Register program

| Page4




Week 11 | Nonlinear Shift Register program
Week 12 | Five Basic Tests program
Week 13 | Counties
Learning and Teaching Resources
o )JJ.” 9 (zlu.” )JLAA
Text Available in the
Library?
H. Boker & F. Piper, “Cipher System, The Protection of
Required Texts Communications “, Northwood Books, Landon, 1982. Yes
B. Schneier, “Applied Cryptography”, 2nd ed., John
Wiley & Sons,
Inc., 1996.
ANSI X9.44, “Public key cryptography using
reversible algorithms for the financial services
industry: Transport of symmetric algorithm keys
using RSA”, 1994.
Recommended ] ) ) )
Texts Diffie: Whitfield Diffie and Martin Hellman, “New No
Directions in Cryptography', IEEE Transactions on
Information Theory, Nov 1976.
William, S.," Cryptography and Network Security:
Principles and Practice.”, Three Edition. Prentice Hall,
2002.
Websites
APPENDIX:
GRADING SCHEME
Gla jall lalads
Group Grade il Marks (%) | Definition
A - Excellent il 90 - 100 Outstanding Performance
B - Very Good ha 2 80 -89 Above average with some errors
(Sslt)Cfelsgo()}roup C - Good La 70-79 Sound work with notable errors
D - Satisfactory b e 60 - 69 Fair but with major shortcomings
E - Sufficient J sl 50-59 Work meets minimum criteria
Fail Group FX - Fail J s | (45-49) More work required but credit awarded
(0-49) F — Fail culy | (0-44) Considerable amount of work required
Note:

| Page5




NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone
"near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.

| Page6




Baghdad College of Economic Sciences University- Cyber Security Science Department

MODULE DESCRIPTION FORM

duwy 1 Baledl Cano g 73900

Module Information
dou) Al 3alal) il slaa

) Module Delivery ldkrio dyd=d Co
Module Title NUMERICAL ANALYSIS o Y
Module Type BASIC
Module Code NUAN213 - Theory Lecture
- Lab
ECTS Credits 5 - Practical Seminar
SWL (hr/sem) 125
Module Level 2 Semester of Delivery 3
s Cyber'Securlty Baghdad College of Economic
Administering Department Science College - . .
Sciences University
Department
Module Leader Lect. Alaa Abdulwahid e-mail alaal973 @baghdadcollege.edu.ig
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification
Module Tutor Lect. Alaa Abdulwahid e-mail alaal973 @baghdadcollege.edu.ig

Peer Reviewer Name

e-mail

Scientific Committee Approval

Date

Version Number

Relation with other Modules

DAY gl 5l 3l sall e 28|

Prerequisite module

MATH112

Semester 1

Co-requisites module

None

Semester 3



mailto:alaa1973@baghdadcollege.edu.iq
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Baghdad College of Economic Sciences University- Cyber Security Science Department

Module Aims, Learning Outcomes and Indicative Contents
oLVl Gbgizally elatdl Z5L5g duwshyldl 83LJI Bl

1. Explain and apply various numerical methods for mathematical problem-
solving.

2. Implement numerical algorithms using MATLAB for solving mathematical
Module Aims problems.

Gyl Baladl CBlua]

(O8]

. Analyze and quantify errors associated with numerical methods.

4. Apply numerical techniques to solve real-world engineering and scientific
problems.

5. Communicate results effectively, both orally and in writing.

NUEElR SEEITE . Understand and explain fundamental numerical methods.

. Implement numerical algorithms using MATLAB.

. Analyze and control errors in numerical computations.

. Apply numerical techniques to solve engineering and scientific problems.
. Communicate results of numerical analyses clearly and effectively.

Outcomes

ol edatdl Ol y3eo
daoly M

hn B~ WN —

1- Introduction to Numerical Methods

2- Error Analysis and Computer Arithmetic

3- Solutions of Equations in One Variable

4- Interpolation and Polynomial Approximation

5- Numerical Differentiation and Integration

6- Numerical Solution of Initial Value Problems for Ordinary Differential
Equations

7- Direct Methods for Solving Linear Systems

) 8- Iterative Techniques in Matrix Algebra

Ayl Sbgiomall 9- Approximation Theory and Least Squares Approximation

10- Approximation of Eigenvalues and Eigenvectors

11- Numerical Solution of Boundary Value Problems for Ordinary Differential
Equations

12- Finite Difference Methods for Boundary Value Problems

13- Numerical Solution of Partial Differential Equations

14- Introduction to MATLAB for Numerical Analysis

15- These contents typically cover a wide range of numerical methods and
algorithms commonly used in mathematical and computational applications.

Indicative Contents

Learning and Teaching Strategies

sl 5 aleil il sl yia)

The learning outcomes for a Numerical Analysis course include:

1. Understanding and implementing numerical methods for solving
mathematical problems, such as root finding, interpolation, and
approximation of functions.

2. Analyzing the properties of numerical algorithms including
convergence, stability, and accuracy.

3. Applying numerical techniques to solve practical engineering and
scientific problems, such as differential equations, optimization, and

Strategies
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linear algebraic equations.

4. Developing proficiency in programming and utilizing computational
tools like MATLAB, Python, or numerical computation software to
implement algorithms and analyze numerical solutions.

5. Critically evaluating the results obtained from numerical methods,
including error analysis and comparing with analytical solutions
where possible.

6. Exploring advanced topics in numerical analysis, such as finite
element methods, numerical integration, and solving eigenvalue

problems.
Student Workload (SWL)
&wius)‘;stquwwbm Jaall
Structured SWL (h/sem) 28 Structured SWL (h/w) s
il s CIlall elaziadl gubldl Josdd! e gueanl Ul @laiiall gl dl Josnll
Unstructured SWL (h/sem) 47 Unstructured SWL (h/w) .
)l I3 LIl clatedl e (guhydl Jozdl b gend CIUall plaiiall pe gyl Josnll '
Total SWL (h/sem) 125
Jeadll I Clall S gl Jaxl!
Module Evaluation
Al Hall 3alal) ﬁé&.ﬁ
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Formative el 1 10% (10) 5 LO #1and 3
Practical o .
assessment ot 10 2 15% (15) Continuous | LO #2,4and 5
Summative Midterm Exam 1hr 15% (15) 14 LO#1to5
assessment Final Exam 3hr 60% (60) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Material Covered
Week 1 Introduction to numerical analysis+ Solution of non-linear equations, Newton Raphson
method for approximating, Lagrange approximation
Numerical differentiation and numerical integration, The Solutions of Integral
Week 2 . . .
equations, Trapezoidal method Simpsons method
Week 3 Simpsons method(3/8)
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Week 4 numarical differentiation, Euler method, modified Euler method
Week 5 Rung Kutta method, Rung Kutta-merson method

Week 6 | Introduction and soiution of Partial differential equations

Week 7 | Formation of Partial differential equations And solution of separable first order
Week 8 | Types of partial differential equations, wave equation, heat equation
Week 9 | Solution sys of linear equation, Elimination and iterative methods
Week 10 | Solution sys of linear eq by Cramer's rule, solve by inverse matri
Week 11 | Method of least square

Week 12 introduction to Fourier series

Week 13 Fourier series for odd and even functions, Half range Fourier series
Week 14 | Change of interval Fourier series

Week 15 | Mid Term Exam and Preparatory Week

Week 16 Final Exam

Delivery Plan (Weekly Tutorial)
SaY) e g Zlgiall

Delivery Plan

Material Covered

(Weekly Lab.

Syllabus)

Week 1 Introduction to MATLAB for numerical computations

Week 2 Solving linear systems of equations in matlab

Week 3 Interpolation and curve fitting

Week 4 Numerical differentiation and integration

Week 5 Solution of nonlinear equations

Week 6 Numerical solutions of ordinary differential equations (ODEs)
Week 7 Finite difference methods

Week 8 Numerical solutions of partial differential equations (PDEs)
Week 9 Optimization techniques, Error Analysis in Numerical Computations
Week 10 | MATLAB programming for numerical analysis

Week 11 | Simple introduction about using matlab program

Week 12 | Vectors in matlab prog.

Week 13 | Matrix in matlab prog.

Week 14 | Application of numerical analysis in matlab

Week 15 | Exam

Learning and Teaching Resources
u»_.g).lﬂ\} (J:..d\ JJL\AA

Available in the
Text
Library?

Required Texts

Thomas, G. Calculus and Analytic Geometry, Fifth

Edition, Addition Wesly,1999 No
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Recommended Texts

1. matlab programming language.

No

Websites Any sources take in lectures and examples
Grading Scheme

Group Grade el Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good [SEgevE: 80 -89 Above average with some errors
(S:(;:(ielsgoG)roup C - Good RVES 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX - Fail (ddlaadl 8) cwnly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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MODULE DESCRIPTION FORM

duwy I Baledl Cano g 73900

Module Information
4\:\.“:\_).3]\ 3Ll k_il.njx:_n

; OB]ECT ORIENTED Module Delivery <o di=d co
Module Title 55Ll
PROGRAMMING o2
Module Type BASIC ® Theory
O Lecture
Module Code OBOP211
X Lab
ECTS Credits 8 ® Tutorial
O Practical
SWL (hr/sem) 200 .
O Seminar
Module Level 2 Semester of Delivery 3
Administering Department College BCoESU
Module Leader Anwar Basim e-mail anwar97basim@baghdadcollege.edu.ig
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Msc
Module Tutor Dr. Rana abdalrahman e-mail taught.rapa.abdalrahman@baghdadcol
lege.edu.iq
Peer Reviewer Name e-mail

Scientific Committee Approval

Date

Version Number

Relation with other Modules

LAY Al all o) gall ae 48

Prerequisite module

STRUCTURED PROGRAMMING

Semester 2

Co-requisites module

Semester



mailto:anwar97basim@baghdadcollege.edu.iq
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Module Aims, Learning Outcomes and Indicative Contents

LalinYl Olgizally elatll gL g drslydd! Bkl Lol

Module Aims
Gyl Baladl Colual

1. Teaching the students the concept of the functions and how to call and
passing values to

them, Function Overloading and Inline function concepts.

2. Studying the Basic of Object Oriented Programming (OOP) and its features
(Encapsulation, Inheritance, Polymorphism)

3. Teaching students Constructor and Destructors ,Friend Function and Friend
Classes

Constant Member Functions and Constant Objects ,Static Data Member and
Static

Function, Pointer to Objects and Array of Objects

4. Teaching students Operator Overloading (Unary and Binary Operator
Overloading).

5. Teaching students Inheritance Feature with its types

6. Teaching students Polymorphism Feature with virtual functions

7. Teaching students Function Template and class Template

Module Learning
Outcomes

Balall @hatll olorysee
W]

1. Perform Functions Concepts such as passing parameters, Overloading and
Inline.

2. Understanding the Concept of Object Oriented Programming: Object and
Class,

3. Understanding the meaning of Constructor and Destructors.

4. Understanding the meaning of Friend Function and Friend

5. Perform Classes Constant Member Functions and Constant Objects, Static
Data

Member and Static Function.

6. Understanding the concept of Unary and Binary Operators Overloading

7. Learn how to deal with types of Inheritances Single , Hierarchical
,Multilevel, and

Multiple Inheritances

8. Capable of using Polymorphism and Dynamic Binding

9. Give the student the ability of using Function Template and class Template

Indicative Contents

1- Explain how to define Overloading and Inline functions, objects with
encapsulation data,
Constructor and Destructors functions.

Lol wbgisal) 2- Explain how to use Operators Overloading, with various types and types of
Inheritances
3- Let the students see many examples about Polymorphism and Template
Learning and Teaching Strategies
padail] g aladll Ciliasd) il
Strategies The main strategy that will be adopted in delivering this module is to

encourage students’ participation in the exercises, while at the same time

2
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refining and expanding their critical thinking skills. This will be achieved
through classes, interactive tutorials and by considering type of simple
experiments involving some sampling activities that are interesting to the

students.
Student Workload (SWL)
g gl (15) e & e llall il jall Jaall
Structured SWL (h/sem) 108 Structured SWL (h/w) ;
i)l I el claziall bl Josxdl b gl CUall plaiiall (gl Jod|
Unstructured SWL (h/sem) 9 Unstr:xctured SWL (h/w) 5 7
dradll I Clall laiiall e (bl Jozxl e gruel CIUall elaiodl s gl Josxd!

Total SWL (h/sem)
Jradll I3 JUall S gyl Jasd!

200

Module Evaluation
A ) Bkl g

Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 1 10% 5 LO#1and3
Formative -

Projects / Lab. 2 10% Continuous | LO# 2,4 and5
assessment

Report 1 10% Continuous | LO#2,4and5
Summative Midterm Exam 1h 10% 14 LO#1to5
assessment Final Exam 3h 60% 16 ALL
Total assessment 100%

Delivery Plan (Weekly Syllabus)

Material Covered

Overview for functions
e General Format of a Function Definition , Local and Global Variables

Week 1 e Inline Function and Function Overloading
e Passing parameters , by value and by Reference and Default Argument
Overview of OOP

Week 2 | ¢ Encapsulation and Data Hiding , Inheritance and Reuse and Polymorphism
e Class Definition

Week 3 | Constructor and Destructors

Week4 | Friend Function

Week 5 | Friend Class

Week 6 | Scope Operator Resolution
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Member Initialization List

Constant member

e Constant Function Argument and Constant Member Functions
Static Members

Week 7

Objects Pointers
e This pointer and References Members
e Class Object Member

Week 8

Arrays as Class Data Member
e Object Arrays
e An Array of Pointers to Objects

Week 9

Operator Overloading
e Overloading Unary Operators
e Operator Arguments ,Operator Return Values and Postfix Notation

Week 10

Overloading Binary Operators
e Arithmetic Operators
e Comparison Operators

Week 11

Inheritance

e Derived Class and Base Class ,Accessing Base Class Members
e The protected Access Specifier and Dangers of protected

¢ Overriding Member Functions

Week 12

Class Hierarchies
e “Abstract” Base Class , Access Combinations and Levels of Inheritance
e Multiple Inheritances and Ambiguity in Multiple Inheritances

Week 13

Virtual Functions

Polymorphism

e Polymorphism of Variables

* Polymorphism of Functions

e Polymorphism of Objects

Normal Member Functions Accessed with Pointers
Virtual Member Functions Accessed with Pointers
Abstract Classes and Pure Virtual Functions
Virtual Base Classes

Week 14

Templates
e Function Template and Simple Function Template
e Class Template

Week 15

Final Exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Each week, a question sheet related to the material presented in the theoretical lecture will be solved and

debated.

Material Covered

Week 1

Overview for functions




© College - Department

¢ Function Definition , Local and Global Variables,Inline Function and Function
Overloading, Passing parameters , by value and by Reference and Default Argument
Week 2

Overview of OOP

e Class Definition

Week 3

Constructor and Destructors

Week 4

Friend Function

Week 5

Friend Class

Week 6

Scope Operator Resolution

Member Initialization List

Constant member

e Constant Function Argument and Constant Member Functions

Static Members

Week 7

Objects Pointers

* This pointer and References Members and Class Object Member

Week 8

Arrays as Class Data Member

e Object Arrays and an Array of Pointers to Objects

Week 9

Operator Overloading

e Overloading Unary Operators and Arguments , Return Values and Postfix Notation
Week 10

Overloading Binary Operators

e Arithmetic Operators and Comparison Operators

Week 11

Inheritance

e Derived Class and Base Class ,Accessing Base Members and Overriding Member
functions

Week 12

Class Hierarchies

e “Abstract” Base Class , Access Combinations and Levels of Inheritance

e Multiple Inheritances and Ambiguity in Multiple Inheritances

Week 13

Virtual Functions

Polymorphism

e Polymorphism of Variables ,Polymorphism of Functions, Polymorphism of Objects
Normal and Virtual Member Functions Accessed with Pointers, Pure Virtual Functions
Week 14

Templates

e Function Template with Simple Function Template and Class Template

Week 15

Final Exam

Learning and Teaching Resources




© College - Department

U‘“.-!Jﬂb (J:uj\ J.JLAA

Text

Available in the

Library?

Required Texts

2009.

Joyce Farrell, "Object-Oriented Programming No
Using C++", Fourth Edition, Course Technology,

Recommended Texts

Bjarne Stroustrup, “Programming Principles
and Practice Using C++”, Second Edition, NO
Addison-Wesley, 2014.

Websites
Grading Scheme

Group Grade oaill Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good [BESNVES 80 -89 Above average with some errors
Success Group -
(50 - 100) C - Good RVES 70-79 Sound work with notable errors

D - Satisfactory Jawgin 60 - 69 Fair but with major shortcomings

E - Sufficient Jgste 50-59 Work meets minimum criteria
Fail Group FX - Fail (ddlaadl 8) cwnly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




Course Description Form

. Course Name: Authentication and Access Control

. Course Code: CSCS4221

. Semester / Year: 2nd course \ 2026-2025

. Description Preparation Date: Jan/2025

. Available Attendance Forms: Presence in the Class

. Number of Credit Hours (Total) / 30 hours/ 2 units

7. Course administrator's name (mention all, if more than one name)
faris1993 @baghdadcollege.edu.iqg 2o daae i pa

reviewer name
Dr. Rana Abdalrahman
taught.rana.abdalrahman(@baghdadcollege.edu.iq

8. Course Obijectives

Course Objectives ¢ Students can explain what it means to verify someone’s identity
compare how verification works in different situations.
Students can describe how and why a username and password combinat

is used for authentication.

e Students can summarize some high-level weaknesses to using shared secret

authenticate to a website or computer

9. Teaching and Learning Strategies
Strategy

Methodological books, resources (internet and library), dialogues reinforced W
illustrative examples, Theoretical lectures, laboratory laboratories, practical tasks, u
modern devices to present practical ideas to students ( data show, electronic board



mailto:taught.rana.abdalrahman@baghdadcollege.edu.iq




Hours

Unit/Module or Topic Title

Teaching
Method

Assessment
Method

2 hours

Define the Authentication,
Authentication goals,
Authentication requirements

class

Attendance +
answer
discussion
questions

2 hours

Human Authentication, Machine
authentication , Authentication
technologies

Attendance +
answer
discussion
questions

2 hours

Remote User Authentication
Principles ,Remote User
Authentication Using Symmetric
Encryption

Attendance +
answer
discussion
questions

2 hours

Define Access control, Access
control required tools

Attendance +
answer
discussion
questions

2 hours

Identification, Authentication,
Authorization

Attendance +
answer
discussion
questions

2 hours

Fingerprints , Retina scan, Iris
scan, Voice print , Facial scan
process, Biometric performance

Attendance +
answer
discussion
questions

2 hours

Mid Exam

Attendance +
answer
discussion
questions

Types of Access control,
Administrative control, Technical
control

Attendance +
answer
discussion
questions

Technical control, Physical
control, Categories of access
control

Attendance +
Assignment

2 hours

Access Control Matrix , ACLs
and Capabilities

Attendance +
answer
discussion
questions

2 hours

Confused Deputy , Multilevel
Security Models

Attendance +
Homework




2 hours Bell-LaPadula , Biba’s Model Attendance +
answer
discussion
questions

2 hours Covert Channel , Inference Attendance +
Control answer
discussion
questions

2 hours Introduction to CAPTCHA Attendance +
Assignment

2 hours Scores

11.Course Evaluation

Distributing the score out of 100 according to the tasks assigned to the student such as daily
preparation, daily oral, monthly, or written exams, reports.....etc

12.Learning and Teaching Resources

Required textbooks (curric| ® Cryptography and Network Security Principles and Pract
FifthEdition,William stallings
Https://www.chipsystems.in/download syllabus.php?sbs=
QURBQIQucGRm

INFORMATION SECURITYPRINCIPLESANDPRACTICE, M

Stamp,San Jose State University,2006

books, if any)

Main references (sources) INFORMATION SECURITYPRINCIPLESANDPRACTICE,
Mark Stamp,San Jose State University,2006

Recommended books and INFORMATION SECURITYPRINCIPLESANDPRACTICE,

references (scientific Mark Stamp,San Jose State University,2006

journals, reports...)

Electronic Referend Internet websites
Websites



https://www.chipsystems.in/download_syllabus.php?sbs=




